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¢NCp  Transition From IPv4 To IPv6 (1)
g

IETF next generation transition (NGtrans): Proposed three transition
mechanisms for different requirements (situations):

e Dual Stack: some routers with dual stack (v6, and v4) can “translate”
between formats (IPv4 and IPv6 coexist in the same nodes and
networks).

+ Implement both IPv4 and IPv6 protocol stacks in the same
equipment.

E Tunneling: IPv6 packet is carried in IPv4 packet among IPv4 routers
(IPv6 islands can connect with each other via IPv4 network).

« Encapsulate/Decapsulate IPv6 packets.

E Translator: executing addresses translation of IPv6 and IPv4 (IPv6
network can directly communicate with IPv4 network).

* Perform packet format translation and addresses mapping method.



¢NCg Transition From IPv4 To IPv6 (2)
g

Why we need the transition from IPv4 to IPv6:
® |Pv4 packet format can not change directly to IPv6 packet format.

B B 505050 O

IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
Flow: X Flow: 17?
Src: A Src: A
Dest: F Dest: H
data data
A-t0-B: B-to-C: B-to-C: B-to-C:

IPv6 IPv4 IPv4 IPv6



¢NCg Transition From IPv4 To IPv6 (3)
ara

B Transition schedule (from IPv4 to IPv6).

Phase 1
(~2001)

Phase IV
(2011~}

Phase IT Phasa IIX
(2002~2005) I (2006~2010)
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<NCy IPv4/IPv6 Transition Mechanisms (1)
arA

E Different mechanisms are for various connection conditions.
® Dual Stack.
E Tunneling.
® Translator.




NGy IPV4/IPv6 Transition Mechanisms (2)
neA

Translators Tunneling Dual Stack
IPv6 IPv4 IPVv6/IPv4
AT-PT
ST
RFC 2T86MITES
IPvd App IPvd4 App . e
BITS BITS IPv4 —
IPvE Stack IPvE Stack MH
RFC 2TEY |

(DHCPv,

RFC 1833

SOCKS-gateway DNS)

TCPUDP-Relay

IPv4

Host Host
-

ngtrans draft — drafl-l-socks-gatoway-05.1xd ngtrans drafl — drafl-iotf-ngtrans-Drokes-05 1 ngirans draft — drafi-atf-ngirans-dstm-03 1x1




NGz Dual Stack Mechanism (1)

¥ To install both IPv6 and IPv4 protocol stacks in a single node (client
and router).

Applications
TCP/UDP
IPV4 IPV6 TCP/UDP
Device Driver IPV4 IPV6
% Device Driver
V4/V6 @ -
network

Dual stack client

Dual istack router




<NCz Dual Stack Mechanism (2)
nra

® Using the same application, TCP, UDP, and data link layer
protocols.

DATA LINK (ETHERNET) DATA LINK {ETHERNET)




Dual Stack Mechanism (3)
SNCe
A According to the destination node’s IP version, select the protocol

version (IPv4 or IPv6).

e Ifitis IPv4,
— Use IPv4 protocol stack.

® Ifitis IPv6 or IPv6/IPv4(dual stack),
— Use IPVv6 protocol stack.

® Example: Dual Stack Transition Mechanism (DSTM)
E Node A (IPv6) — node C (IPv4).
B Requiring temporarily IPv4 address.

Reply IPv4 address &
DSTM gateway IPv6
address

Dual Stack
DNS/DHCPv6

) \/
1 Server

Request IPv4
address

IPv4 packet

IIIIIIIIIIIII’

ﬁllllllllllll*

IPv4 in IPv6
packet

(IPv6 Network

5 (IPv4 Network)



NCy Tunneling Mechanism (1)
A
® [nterconnect two IPv6 nodes using the virtual link over IPv4 network.

® |Pv6 packet is encapsulated into IPv4 packet, using the IP
encapsulation technique.
®  Tunnel connection mechanisms:

® Manually configured.
®  Semi-automated configured (e.g. Tunnel broker).

®  Automated configured (e.g. 6to4, 6over4, 6in4, 4t06, etc.).
IPv4 packet

1

IPv6 packet

IPv6 packet

header

‘IPV6paCket\IIIIIIIIIIIII

Pv6 node == QNTNFRITS.




Tunneling Mechanism (2)
N
{bGital view: ‘ - tunnel ._‘

IPv6 IPvb IPv6 IPv6
IPvb IPv6 IPv4 IPv4 IPV6 IPv6
—_— e —_—
Flow: X Flow: X
Src: A Src: A
Dest: F Dest: F

data data
AtoB i ' EtoF
o B: _ _ o F:
IPV6 BtoC: BtoC: IPV6

IPv6 inside IPv4 IPv6 inside IPv4



WNC2 Tunneling Mechanism (3)
nex (Tunnel Broker)

B Tunnel broker automatically manages tunnel requests coming from
the users.

B The tunnel broker fits well for small isolated IPv6 sites, especially
isolated IPv6 hosts on the IPv4 Network.

B Client node (user) must be a dual stack node (IPv4/IPv6 node).
B The client IPv4 address must be globally routable (no NAT).



Tunneling Mechanism (4)

$NCe (Tunnel Broker)
s

IPv6 DNS

IPv6 Network
(IPv4 Network)

Request on IPv4 Tunnel
Tunnel IPv6 Network

Broker

Dual-Stack
User-Node

Tunnel informatio

Response on IPv4 Tunnel broker

configures the
el server

Tunnel = |py6 Network

ﬁ : Control Information Server
ﬁ : Data (Tunnel)




Tunneling Mechanism (5)

INC
oA

B 6to4:

(6to4 Tunnel)

Automatic p2p tunnel over IPv4 cloud (i.e., IPv6 packet in IPv4) .
Special IPv6 address:

+ |Pv6 address contains: 6to4 prefix (2002::/16) and IPv4 address.
« A global IPv4 address (the output port v4 address of 6to4 outer).

+ 6to4 network has 2002:v4Addr::/48.

+ Interface ID: can be the EUI-64 (encoded MAC address) or random etc.

Protocol ID field in IPv4 header is set to "41".

IPv6 Address Format of 6to4 Tunnel (128 bits)

FP TLA NLA

001 | 0x0002 V4 address SLAID Interface ID

3 13 32 16 64 (bits)
6to4 prefix: TLA: top-level aggregation identifier.

Format Prefix (FP)+TLA

=2002 (16 bits)

NLA: next-level aggregation identifier.
SLA: site-level aggregation identifier.



¢ Tunneling Mechanism (6)
ﬁff (6to4 Tunnel)

EUI-64 (Extended Unique Identifier):
e Defined by IEEE (coded MAC address).
E 6 bytes (48 bits) MAC address -> 8 bytes (64 bits) Interface ID.
+ Stepl: insert OXxFFFE into a MAC address.
+ Step2: the second last bit of the first byte is inverted.
B EX) MAC address is 00 48 54 86 D3 29.
» Stepl: 00 48 54 FF FE 86 D3 29.
» Step2: the first byte 00 is: 0000 0000 (binary).
invert the second last bit: 0000 0010 -> 02.
» Step3: EUI-64: 02 48 54 FF FE 86 D3 29.
» Step4: Interface ID is 0248:54FF:FE86:D329.




- . IPv4 network

IPv6 network
(6to4)

dst= 9.254.253.252
src=

Create IP v4 header
using “v4 address”

- dst= 2002:09fe:fdfc::0007
src= 2002: ::0080

dst= 2002:09fe:fdfc::0007
src= 2002: ::0080
09f¢ ::0007



- IPv4 network

: IPv6 network (6to4)

<NCy
arA

: IPv6 Native network

192 dst= 9.254.253.252 dst= 2001:0600::c002
src= src= 2002: ::0080

—

Tunnel toward
“9.254.253.252”

- 2001:0600::c002

dst=2001:0600::c002

src= 2002: ::0080

6to4 network prefix
v

Native IPv6 network prefiy
(2001:0600::/48)

8




\./
. Tunneling Mechanism (7)
%ﬁ (6to4 Tunnel)

& Client user can automatically create a 6to4 IPv6 address via 6to4 router:
¥ Using two ICMPvV6 message to get the information.

® Router Solicitation (RS) message (type no. 133).

¥ Router Advertisement (RA) message (type no. 134).

RS message Format (Multicast)

1 1 2 4 (bytes) Option (variable)

RA message Format (Multicast/Unicast)

1 1 2 1 1 2 4 4 «—— Option (variable)




Tunneling Mechanism (8)

(6to4 Tunnel)

NCe
ngd =4

Client C1 6to4 Router R1
Periodic Router Advertisement
. . Src=link-local IPv6 address (FE80:R1) |
® Client user aUtomauca-”y Des=multicast (FF02::1) (for all nodes) |
creates a 6to4 IPv6 Type=134, Option=3. router prefix (2002:v4:)
address using 6to4 router > MTU <
1. router MAC address

advertisement message. S
Router Solicitation

Src=link-local IPv6 address (FE80:C1)
Des=multicast (FF02::2) (for all routers)

Type=133, Option=client MAC address
Router Advertisement

Src=link-local IPv6 address (FE80:R1)
Des=link-local IPv6 address (FE80:C1)
Type=134, Option=3. router prefix (2002:v4:)
5. MTU
1. router MAC address




3 Tunneling Mechanism (9)
P (6to4 Tunnel)

®F  6to4 tunnel mechanism test environment (in Cameo company).
® Each node gets 6to4 ipv6 address using stateless autoconfiguration.

6to4 IPv6
NBtwiork 6to4 IPv6
E Network

e — (Cameo Local)
Client C1 (2002:R1v4:1 (Cameo Local)

== \ =4

v4 Router R3 v4 Router R4 6to4 Router R2 Client C3 (002:R2v4:1:C3)

R2v4
IPv4 Network (Address)
(Cameo)

———

Client C2 (2002:1v4:1:C2) Web Server S2 (2002:R2v4:1:S2)



Tunneling Mechanism (10)

NC IPv6 6to4 Ping Test
T

B (ICMP test) in Windows XP:

B From 2002:ac15:2179:1:1¢c46:fh8h:b3f0:f59c to
2002:acl15:221f:1:755a:7783:8a01:765b.

md AT DO P eetan 3 rad pre

D:“Documents and Settingssnorprpingt 2002:ac15:221Ff:1:-755a:7Y783:-8a81 7650

Pinging 2002:acl15:221f:1:755a:7783:8a01 :765h
from 2002 :-ac15:2179:1:1c46:fh8b:-h3fB:f5%c with 32 bytes of data:

Reply from 2802:acl15:221F:1:755a:=7783:8a01:765b: bhytes=32 time=1ms
Reply from 2002 -acl5:221f:-1:755a:7783:-8a81 :765hbh: hytez=32 time<ims
Reply from 2002 -acl5:221f:-1:755a:7783:-8a81 :765b: hytez=32 time<lims
Reply from 20802:acl15:221F:1:755a:=7783:8a01 :765b: bhytes=32 time<ims

Ping statistics for 2002:acl15:221f:-1:755%a:=7783:8a81:765h:
Packets: Sent = 4, Received = 4, Lost = B {Bx loss).
Approximate round trip times in milli-—seconds:
Minimum = Bmz,. Maximum = 1m=z, Average = Bms

D:~Documents and Settings“norp



SNC
arA

Tunneling Mechanism (11)

®  UDP tunnel:

® Protocol stack of UDP tunnel with NAT.

UDP
Tur_unel

Application

Teredo Tunnel

Transport

Application

IPvG

Transport

UDP

IPv4

UDP

UDP

IPv6

L1/L2

Dual-Stack
Host A

Frivate

[ IPvd

Network

IPv4

IPv4

UDP

— L1/L2

L1/L2 |—

NAT

Fublic

IPva

Network

IPv4

L1/L2

Dual-Stack
Host B




Tunneling Mechanism (12)
@Q Teredo Tunnel

. Packet transmission using UDP tunnel.

Dual-Stack
Dual-Stack
Host A Al Host B

IPvd Src.: 192 165.100.2 UDP Src. 9876 IPvE
F ’I IPw4 Dest 61.215.105.10 | UDP Dest-9876 | packet

F .2 |iPw Dest61218.105.10 | UDP Dest:9876 | packet

IPvd Src.2140.113.131.80 | UDP Src.5432 IPvG L

F 3[Pwt s 6121810510 | UDP Src.9876 | IPv6

=) IPv4 Src61.218.105.10 | UDP Src.9876 | IPVG IPw4 Dest -140.113.131.80 | UDP Dest 5432 | packet
-t | IPv4 Dest192.168.1002 | UDP Dest 0876 | packet

Private IPv4 Public [Pv4
Network Network



Tunneling Mechanism (13)

NC
ek Teredo Tunnel

B Teredo tunnel architecture.

IPv4:61.218.105.10
IPvE 2001238 F88.C.:8
Teredo Server

(10001100.01110001.

10000011.01010000)
IPv4:140.113.131.80

IPv4 IPv6
Metwork Metwork

* =
Teredo Client

(Host A) \\‘“@f’f

IPv4:192.168.100.2 U

IPv6-3FFE 831F:3DDA-690A-0000-EACT 738E 7CAF
Teredo Relay

Now the Teredo service prefix is: IPv4:61.218.125.3
2001:0000::/32 IPv6:2001:238:F88:C::3

===

IPv6 Host

(Host B)
IPv6:2001:238:F88:210::9



Tunneling Mechanism (14)

NC

YL Teredo Tunnel
ara

B Teredo encapsulation packet formats.
IPv4 header | UDP header IPv6 packet
IPv4 header | UDP header | '5°% IPv6 packet

Simple
encapsulation

Teredo
encapsulation



Tunneling Mechanism (15)

NC
rd Teredo Tunnel

®  Encapsulation formats used between Teredo nodes.

Teredo Server

Teredo Native
encapsulation Teredo ncapsulation)
encapsulation
- | A==
. t Slmple_ u Native IPv6 Host
eredo Clien encapsulation ores

Teredo Relay (No encapsulation)



Tunneling Mechanism (16)
Teredo Tunnel

Teredo Teredo
@NC@ Client NAT Server
Qfﬁ IPv4 Src.- 192 168.100.2
IPv4 Dest: 61.218.105.10
) ] UDP Src.: 9876 IPv4 Src.: 140.113.131.80
¥ On bootlng. UDP Dest_: 3544 IPv4 Dest.: 61.218.105.10
Tere_c!o C!Ient G.1 IPv6 Router Solicitation HEE g:st 5§§§4
qualification J :
procedure: G2 IPvB Router Solicitation
Teredo client
IPv6 address
acquiring. .
] G 3 IPv4 Src.: 61.218.105.10
B UsIngRS &R/ |« 2 | IPv4 Dest - 140.113.131 .80
message_ G4 IPv4 Src.: 61.218.105.10 UDP Src.: 3544
: |Pv4 Dest - 192.168.100.2 UDP Dest.: 5432
UDP Src.: 3544 Teredo data
UDF Dest.: 9876 External address: 140.113.131.80
Teredo dala External port: 5432
External address: 140.113.131.80 |PvE Router Advertisement
External port: 5432 (prefix=3FFE:831F:3DDA:690A::/64)
IPvE Router Advertisement
(prefix=3FFE . B31F3DDAG90A . /64)

Private IPv4
Network

Public IPv4
Network




Tunneling Mechanism (17)

NCe
ek Teredo Tunnel

E  Packet transmission is from host B to host A.

Step H.1. B 32 IPv6 £7H145 A » [Pv6 ErRIRYRIFALIE R B I HE7 RIS
2001:238:F88:210::9 Kz 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF - [[t=1H
12515 IPv6 routing protocol #5i={£EE B £¢3/THY Teredo Relay -

Step H.2. Teredo Relay I &I [ IPv6 £1E] - 7& Teredo Relay &idiiE IPv6 £761% A HI| Teredo
Relay a] DLH # 5 Simple encapsulation #85% IPv6 F8.%2 A (P& Step H.7) - &
Teredo Relay -~ @& fdii% IPv6 EHELFE A » EF» port-restricted NAT &R - VEE
Teredo Client &i7%53% NAT EZ Teredo Relay iZ22H % » Teredo Relay F&E fiED NAT
=G FHE Teredo Client - [F[fL » Teredo Relay 50iE Ei£%S Teredo Client #Y IPv6

EEETE L buffer: 17 (5] Teredo Server i=H L Teredo encapsulation £12£H7 Teredo

Bubble - Teredo Bubble 857K & IPv6 (i nb-#1E /Y IPv6 (Vi85



Tunneling Mechanism (18)

NCy
e Teredo Tunnel

2001:238:F88:210::9 &z 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF - Teredo
Bubble [ Teredo data ZREFFY A E IPv4 {7 1R E port = Teredo Relay 7Y IPv4
{7 H1F(61.218.125.3)%0 port 3544 - Teredo encapsulation £ZE/Y UDP K& port F1H
7] port 5355 3544 » IPv4 ARIE(IHEES S 61.218.125.3 » BHYATHEERE Teredo

Server B IPv4 {7 (R EH B /Y IPv6 {7 f1FRRY Teredo Server IPv4 {7 {7 fATLIE

51 1 0x3DDA690A=61.218.105.10) -

Step H.3. Teredo Server 7 port 3544 =l Teredo Relay :&35 7277 Teredo Bubble -
TeredoServer [/ Teredo encapsulation §#;% [ Teredo Bubble j5 Teredo Client -
Teredo Server #&H 27 IPv4 {i71H(61.218.105.10) 5 port 3544 %5 Teredo
encapsulation By IR IPv4 {if ik 5 7R JE port- H /Y IPv4 i iEf1 B By port HIEHBE /Y

IPv6 {7 fFE T EH (Obfuscated Teredo Client IPv4 {i7 HfE({T & 0x738E7CAF -

);1‘-:



Tunneling Mechanism (19)
@NQ Teredo Tunnel

Step H.4. NAT I[f [ A& Teredo Bubble # UDP EH - NAT fRIEFE 3-1 iS{AETE i@ N

Step H.5. Teredo Client liZl] Teredo Relay :£7% " Teredo Bubble 7 - B Simple encapsulation
[=]3% Teredo Bubble #5 Teredo Relay - [it Teredo Bubble B8 &7 #1bF0 B FI7 HiE 45
7I= 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF #0 2001:238:F88:210::9 >
Simple encapsulation B2 E IPv4 {7 HEFIZEE port %5 192.168.100.2 {1 9876 -
B &Y IPv4 {7 akRTE EY port HIE% 5 Teredo data i $%AIZRE IPv4 {71k

(61.218.125.3)F17K & port (3544)(E



Tunneling Mechanism (20)
NCy Teredo Tunnel

‘St?:H,ﬁ. NAT {E&iS Teredo Bubble 77 Simple encapsulation £E] - NAT R {5 H-EEEE
IFTHIHESER (W 3-2)  WAERIR LS EREEET MU A SR - K IEE
Eli=#s Teredo Relay -

Step H.7.[ttEF NAT 2ZETT [T HESTES - Teredo Relay J5 IPv6 81 H Simple encapsulation
g% IPve £ Teredo Client(3E 5 i=[5) Teredo Client fY IPv6 EE1# Teredo
Relay W=7 buffer » 17 [[EEFHSF buffer 0URY IPv6 FHE—{fE3%) - Simple
encapsulation EEIFRIE IPv4 {7 HEFIZRIE port & Teredo Relay B IPv4 {7 fif
(61.218.125.3)F1 3544 » ERY IPv4 (i HEFIE /Y port BIJE5E A IPv6 {7 fik(Teredo
Client 37 IPv6 {7 HR)ETHIEE] @ =]E BRY IPv6 i/ 11k7Y Obfuscated Teredo Client
IPv4 (i abET BE B8 IPv4 {75 140.113.131.80 (0x738E7CAF &
OxFFFFFFFF=0x8C718350=140.113.131.80) » %[5 H&Y IPv6 {7 fiFAY Obfuscated

Teredo Client Port {7 (B2 H 7Y port & 5432 (0xEAC7 T 0xFFFF=0x1538=5432)-



Tunneling Mechanism (21)
NCy Teredo Tunnel

5tep H.8. NAT i F A5 IPv6 EEIRY UDP £1H - NAT [R5+ 3-2 WiREERET AL -

Step H.9. Teredo Client J7Z/|7£ B i£7 » B5 Teredo Relay §#5%7 Simple encapsulation 141 -
Teredo Client 0 ##8E B F¢i/T8Y Teredo Relay & 61.218.125.3- X %E A Ei%E IPV6
FTE1% B EF » Teredo Client FH[ER] F0BE B £23/7HY Teredo Relay & 61.218.125.3 -
Teredo Client ]2/ Simple encapsulation {£i% IPv6 FE.GEZE IR IPv4 {7 fHEFIZRE
port 7375 192.168.100.2 71 9876 » BRI ALFIERY port 575/ 61.218.125.3
3544) -

Step H.10. NAT 7 T /9 IPv6o £E8Y Simple encapsulation £/F, - NAT fRI§FE 3-2 (di#a

FEMLIAZE -
Step H.11. Teredo Relay JZ&I|[;EFEL - 15 Simple encapsulation FYRY IPv6 EHEiEZE IPv6 73

B HEE#E BILT -



Tunneling Mechanism (22)

N
e, Teredo Tunnel

9% 0 A F1B ZRISEATLUE Steps H.1, HL7-HL11 §55BE FE{E:2 IPv6 £ -

% Teredo Relay i E|E BT IPv6 {i7Hi- Flags & & 0x8000 77 IPv6 £7H(Flags & 0x8000 F 15
NAT Ef7HFSER EF 3-35ME R - A IEH{E{F Remote #{7H{E) » Teredo Relay A]
PUE #Z A Steps H.1, H.7-H.11 B 712/ IPv6 £8. 5 Simple encapsulation {4:E55 Teredo

Client » NFi5E 7 E 1L Teredo Relay 87 1 ¥]FEFE EiE Teredo Bubble - Steps H.2-H.6 52

S ESATLL B -



Tunneling Mechanism (23)
Le Teredo Tunnel

Packet transmission is from host A to host B.

Step I.1. A 3@ IPv6 EELEIES Teredo Client » 5 Teredo Client & (TiEETHiEE B - HY

B N i& IPv6 EE1%2 Teredo Client Teredo Client “HESE&E B §¢3/T Teredo Relay
A IPv4 {i75E - A 3B%8 B 84 IPv6 EE & #72H7Z Teredo Client B4 buffer « Teredo

Client /5 Simple encapsulation [5] Teredo Server:E=HHBY IPv6 (I HEE B~ E IPv6
THEE A B ICMPv6 Echo Request -

Step 1.2. [N& ICMPv6 Echo Request B Sumple encapsulation EfE#E NAT f8&L » NAT fE
R 3-1KFIHE R IR ER L - RAEEIEE S Teredo Server ©

Step 1.3. Teredo Server {i£ port 3544 I Z1| [FEE1EL » #% Sumple encapsulation 237 ICMPv6 Echo

Request 2% IPv6 fERE -



Tunneling Mechanism (24)

WNCe Teredo Tunnel

ey
Step L4. B [|7%]] Teredo Server [4:&3E 26 ICMPv6 Echo Request - [=213% ICMPv6 Echo

Response #& A - [ IPv6 £7613%31E [Pv6 routing protocol » ¥ EI|EE B 55378 Teredo
Relay - (5[t Teredo Relay ~Z3% IPv6 £FE145 Teredo Client » Teredo Relay = %1
{T{#3% Teredo Bubble B 18 » EH24EE Steps H.2-H.6)

Step LS. Teredo Relay [/ Simple encapsulation 777 & ICMPv6 Echo Response (FHiEiE
Teredo Client - ZEFYEHY IPv4 (i HEF1E 7Y port EZ7E 1 Step H.7 #5[5] - [t UDP
FTELHRETE NAT -

Step 1.6. JZ ICMPv6 Echo Response #Y Simple encapsulation EE14F NAT iEZ; » NAT #E
iz 3-2 EItEE B pEEE T - B tEE3EZSL Teredo Client = Teredo Client

JZE 3 5 B 79 ICMPv6 Echo Response » Teredo Client #7$%8E B &34 Teredo

Relay 5= ICMPv6 Echo Response Y Teredo Relay (61.218.125.3) -

B AFIB ZHEFta] LLE Steps H.1, H.7-H.11 §97I72 5 F8{5:% IPv6 £ -



,@c@ Translator Mechanism (1)

e |Pv4 packet and IPv6 packet is mutually translated
® Translated at IP layer (NAT-PT/NAPT-PT, SIIT).
E Translated at transport layer (TCP-UDP relay mechanism).
E Translated at application layer (BIS/BIA, Socks).
® Etc.

IPv4 Packet

IPv6 Packet




NCe

JFFE2800:B::3

Translator Mechanism (2)
(NAT-PT/ )

[-1 f ﬂl DNS-ALG ALG (Application Level Gateway):
= help NAT-PT to establish automated IP mapping function.

Exchange DNS message: type A (for v4) <> type AAAA/AG (for v6).

e DNS message (Name, Value, Type, TTL).
» IF type=A represents: name=URL address & value=IPv4 address.

ipvEDMS. cs. nihu. edu.tw

140.114.78.1
ipv2DMS.cs. nihu. edu. tw

-— lllllllllllllllllllllllllllllll ‘
: :
IP-.--IH.-I -----.&g ----- -I:.I‘EJI--.-.-'-.--I-- i .. - - -E-'-igli--.‘-ﬁ"-.--.'-l".-'-.--'-lﬂ. IF'-'.Iq.
b 'i‘l DNS:ATE | >
T =. 'ii'i'i'i‘irar-m.i'ii'i'i? LI A L R L L1 L1y I)] L] “:"ii'i'i.i‘ih‘ifi.i‘i'rﬂi.i'i
H ] ! H
é : i AdHress allocation
(1 3 : (3)
3 : NAT-PT
. 4 g
IP'I;'E 'l"‘“l‘i‘lll'l‘Iizl‘llfll"i‘filllll‘l"i li"'""i‘-'l‘l‘l“liglflllliififlr IF"I.'4
host Using 8 | i using Host
3FFE:3600:B E 140.114.78.51
3FFE:3600:6::2 1:140.114.78.58 ¢ for 3FFE:3600:B::2 140.114.78.58
for 140.114.78.58 V4 address pool | 5 (IPv6 host)
ipvia.cs.nthu. edu. tw (IPv4 host) H ipvd. cs_nthu_edu_tw




Translator Mechanism (3)
NCg (NAT-PT/ )

»  NAT-PT operation (v6 host connects to v4 host).
»  EX) After DNS query/reply operation.

After DNS
Query/Reply gets
V4 host address =
“Prefix::D”

After DNS Query/Reply
generates “Mapping Table”:
“SSSS” = Mapped IPv4

IPv6 ad
SSS



Translator Mechanism (4)
QNC ( INAPT-PT)

[} fﬁ *  NAPT-PT operation (v6 host connects to v4 host).
= EX) After DNS query/reply operation.

After DNS
Query/Reply gets
V4 host address =
“Prefix::D” &
V4 host port = D1

After DNS Query/Reply
generates “Mapping Table”:
“SSSS” = Mapped IPv4 &
S1=>S2

apped IPv4, f
=“D", prt=D1

IPv6 ad dress
SSSSY
Port S1



Translator Mechanism (5)
WNCe ( INAPT-PT)
ara

®  NAPT-PT operation (v4 host connects to v6 host, a web server, port=80).
e EX) After DNS query/reply operation.

After DNS Query/Reply
gets V6 host address =
Mapped IPv4 &

6 host port = 80 (defaul

Generates “Mapping Table”:
“SSSS” = Mapped IPv4 &
80 =» 80 (web server)

@
ned IPv4, prt=E&

IPv6 ada
SSSS,
Port 80




Translator Mechanism (6)

L SIT (Stateless IPICMP Translation)

Allows IPv6-only hosts to talk to IPv4 hosts.
E The IPv6 host has IPv4 embedded IPv6 address (ex:
2001:0080::12340::ffff:45.3.2.1).

Translation on IP packet header (including ICMP headers) in separate
translator boxes in the network without requiring any per-connection state
in those boxes.

For IPv4 host, using IPv4-mapped IPv6 address (::ffff:a.b.c.d).
Most option fields can not be translated.

Requires one temporary IPv4 address per host.

Does not define IPv4 address allocation.



@: DNS Query : “host2” ?
@: “host2” is “203.1.2.3”(A record)

@N (
g

IPv6 network

Protocol
translation
(IPv6€=>1Pv4)

2001:0080::1234

0::ffff:45.3.2.1 203.1.2.3

®: IPv6 packet @: |Pv4 packet
dst="0::ffff:203.1.2.3” (IPv4-mapped IPv6 address) dst=“203.1.2.3"

src="0::ffff:45.3.2.1” (IPv4-mapped IPv6 address) src=45.3.2.1”




@: DNS Query : “hostl” ? IPv4 network
@: “hostl”is “45.3.2.1"(A record)

NG
A

IPv6 network

y /|

Protocol
translatoin

2001:0080::1234 IPV6 €= |Pv4
0::ffff:0:45.3.2.1 ( ) 203.1.2.3
@: IPv6 packet @: IPv4 packet

dst="0::ffff:0:45.3.2.1” (IPv4-mapped address) dSt:‘:‘45-3-2-1" )
src="0::ffff:203.1.2.3” (IPv4-mapped address) src="203.1.2.3




Translator Mechanism (7)
@NQ BIS (Bump-in-the-Stack)

® Itis not a mechanism for packet transmission in networks, only focuses on
applications translation in a host (Application layer).

B To trace data flow between TCP/IPv4 and network card driver.

® Early, many application programs do not have IPv6 function, or some
users do not update application programs from IPv4 to IPv6 function.

B Dual stack architecture in a host.



~ . Translator Mechanism (8)
NG BIS (Bump-in-the-Stack)

Bump in the stack (BIS) software structure



IPv4 Application (IPv4 =>» IPvb)

CSIE

TCP/IPv4

A ‘T @

2 g

v

Extension ® Address < a
Name

Resolver

A

©)

A 4

Driver

A

(1@ :DNS Query “A” for host6

@ :DNS Query “AAAA” & “A” for host6
@:Only “AAAA” Reply

®: Request IPv4 Address for “AAAA”
®@®: Reply the mapped “A” record
@Q0 : IPv4 packet

an: “A” 2

1D: “AAAA” for “A”

@ : 1Pv6 packet

d»1®: IPv4 packet

“Hostb”

A A

—




IPv4 Application

Extension
NElE
Resolver

Address 2

Mapper E&)

@

Driver

@

(IPv6 = IPv4)

D:IPv6 packet

@: “AAAA” ?

@:“A” for “AAAA”
@B®@: IPv4 packet
®: IPv6 packet

—




| Translator Mechanism (9)
%}?ﬁ%@ BIA (Bump-in-the-Application)

® Dual stack architecture in a host.
E  Employ an API converter between TCP/IP and socket modules.



7\ Translator Mechanism (10)
&ﬁ% BIA (Bump-in-the-Application)

IPv4 Socket API

IPv6 Socket API

Name Address Function

Resolver Mapper Mapper

o b

BIA (Bump in the Application) software structure




(IPv4 = IPv6) @ |

Pv4 Query

“AAAA" ?

@ “AAAA” Reply

@B): “AAAA” D"A”

®: IPv4 Reply

@: IPv4 API socket call
®©: “AAAA” for “A”
A0dD: IPv6 API socket call
A21: “AAAA’ for “A”

d: 1Pv4 API socket call




IPv4 Application (IPv6 = IPv4) (D:IPv6 socket call

@@ 4 .
Name Address Function
Resolver Mapper &D’ Mapper

@

TCP/IPv6

@2: “AAAA” ?

@:“A” for “AAAA”
@®):IPv4 socket call
®@: “AAAA” for “A”

®: IPv6 API socket call

—




Same API

"application layer®.
B Each socksified application has its own *Socks Lib*.
B Replace applications' socket APIs and DNS name resolving APIs.

ranslator Mechanism (11)
(Using SOCKYS)

S server relays two "terminated" IPv4 and IPv6 connections at the

Client C Gateway G Destination D
Application (Dual Stack Server)
> = to D
SocKet DNS SJcket DINS Socke; DNS
IIPV6 IP% IPY4 IP%
Network I/F Network VF Network I/F
Socksifed Connection Normal Connection

(Data-+ Control) (Data-Only)



