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Transition From IPv4 To IPv6 (1)Transition From IPv4 To IPv6 (1)

IETF next generation transition (NGtrans): Proposed three transition 
mechanisms for different requirements (situations):

Dual Stack: some routers with dual stack (v6, and v4) can “translate”
between formats (IPv4 and IPv6 coexist in the same nodes and 
networks).

Implement both IPv4 and IPv6 protocol stacks in the same 
equipment.

Tunneling: IPv6 packet is carried in IPv4 packet among IPv4 routers 
(IPv6 islands can connect with each other via IPv4 network).

Encapsulate/Decapsulate IPv6 packets.
Translator: executing addresses translation of IPv6 and IPv4 (IPv6 
network can directly communicate with IPv4 network).

Perform packet format translation and addresses mapping method.
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Why we need the transition from IPv4 to IPv6:
IPv4 packet format can not change directly to IPv6 packet format.

Transition From IPv4 To IPv6 (2)Transition From IPv4 To IPv6 (2)



Transition From IPv4 To IPv6 (3)Transition From IPv4 To IPv6 (3)

Transition schedule (from IPv4 to IPv6).



IPv4/IPv6 Transition Mechanisms (1)IPv4/IPv6 Transition Mechanisms (1)

Different mechanisms are for various connection conditions.
Dual Stack.
Tunneling.
Translator.



IPv4/IPv6 Transition Mechanisms (2)IPv4/IPv6 Transition Mechanisms (2)
Translators Tunneling Dual Stack



Dual Stack Mechanism (1)Dual Stack Mechanism (1)

To install both IPv6 and IPv4 protocol stacks in a single node (client 
and router).

Applications 

TCP/UDP

IPV4 IPV6
Device Driver

V4/V6 
network
V4/V6 

network
V6 

network
V6 

network

V4 
network

V4 
network

TCP/UDP 

IPV4 IPV6
Device Driver

Dual stack client Dual stack router

 



Dual Stack Mechanism (2)Dual Stack Mechanism (2)

Using the same application, TCP, UDP, and data link layer 
protocols.



Dual Stack Mechanism (3)Dual Stack Mechanism (3)

According to the destination node’s IP version, select the protocol 
version (IPv4 or IPv6).

If it is IPv4, 
→ Use IPv4 protocol stack.

If it is IPv6 or IPv6/IPv4(dual stack),
→ Use IPv6 protocol stack.

Example: Dual Stack Transition Mechanism (DSTM)
Node A (IPv6) → node C (IPv4).
Requiring temporarily IPv4 address.

DSTM
Server

Node A
(IPv6)

DSTM gateway
(IPv6/IPv4)

Node C
(IPv4)

Dual Stack
DNS/DHCPv6

Request IPv4
address

Reply IPv4 address & 
DSTM gateway IPv6 
address

Dual Stack
DNS/DHCPv6 (IPv4 Network)

IPv4 in IPv6 
packet

IPv4 packet

(IPv6 Network)



Tunneling Mechanism (1)Tunneling Mechanism (1)

Interconnect two IPv6 nodes using the virtual link over IPv4 network.
IPv6 packet is encapsulated into IPv4 packet, using the IP 
encapsulation technique. 
Tunnel connection mechanisms:

Manually configured.
Semi-automated configured (e.g. Tunnel broker).
Automated configured (e.g. 6to4, 6over4, 6in4, 4to6, etc.).

IPv6 node IPv6 nodeIPv4 Internet

IPv6 packet IPv6 packetIPv6 packet

IPv4 packet

  

IPv4
header



Tunneling Mechanism (2)Tunneling Mechanism (2)
A B E F

IPv6 IPv6 IPv6 IPv6

tunnelLogical view:
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Physical view:



Tunneling Mechanism (3)Tunneling Mechanism (3)
((Tunnel BrokerTunnel Broker))

Tunnel broker automatically manages tunnel requests coming from 
the users.

The tunnel broker fits well for small isolated IPv6 sites, especially 
isolated IPv6 hosts on the IPv4 Network.

Client node (user) must be a dual stack node (IPv4/IPv6 node).
The client IPv4 address must be globally routable (no NAT).



Tunneling Mechanism (4)Tunneling Mechanism (4)
((Tunnel BrokerTunnel Broker))

Dual-Stack
User-Node

Tunnel
Broker

DNS

Tunnel
Server

Tunnel
Server

Tunnel
Server

IPv6-over-IPv4 Tunnel
： Control Information
： Data (Tunnel)

IPv6 DNS

IPv6 Network

(IPv4 Network)

IPv6 Network

IPv6 Network

IPv6/IPv4

Tunnel information
Response on IPv4

Request on IPv4

Tunnel broker
configures the
tunnel server



Tunneling Mechanism (5)Tunneling Mechanism (5)
(6to4 Tunnel)(6to4 Tunnel)

6to4:
Automatic p2p tunnel over IPv4 cloud (i.e., IPv6 packet in IPv4) .
Special IPv6 address:

IPv6 address contains: 6to4 prefix (2002::/16) and IPv4 address.
A global IPv4 address (the output port v4 address of 6to4 outer).
6to4 network has 2002:v4Addr::/48.
Interface ID: can be the EUI-64 (encoded MAC address) or random etc. 

Protocol ID field in IPv4 header is set to ”41”.

IPv6 Address Format of 6to4 Tunnel (128 bits)

FP  
001

TLA 
0x0002

NLA         
V4 address SLA ID Interface ID

3 13 32 16 64             (bits)
TLA: top-level aggregation identifier.           
NLA: next-level aggregation identifier.         
SLA: site-level aggregation identifier.

6to4 prefix:          
Format Prefix (FP)+TLA
=2002 (16 bits)



Tunneling Mechanism (6)Tunneling Mechanism (6)
(6to4 Tunnel)(6to4 Tunnel)

EUI-64 (Extended Unique Identifier):
Defined by IEEE (coded MAC address).
6 bytes (48 bits) MAC address -> 8 bytes (64 bits) Interface ID.

Step1: insert 0xFFFE into a MAC address.
Step2: the second last bit of the first byte is inverted. 

EX) MAC address is 00 48 54 86 D3 29.
Step1: 00 48 54 FF FE 86 D3 29.
Step2: the first byte 00 is: 0000 0000 (binary).

invert the second last bit: 0000 0010 -> 02.
Step3: EUI-64: 02 48 54 FF FE 86 D3 29.
Step4: Interface ID is 0248:54FF:FE86:D329.  



IPv4 Internet

6to4
router1

6to4
Router 2

6-to-4 network prefix
(2002:c001:0203::/48) 6-to-4 network prefix

(2002:09fe:fdfc::/48)

9.254.253.252192.1.2.3

： IPv4 network

： IPv6 network
(6to4)

6to4
host

(host2)

6to4
host

(host1)

2002:09fe:fdfc::00072002:c001:0203::0080

dst= 2002:09fe:fdfc::0007
src= 2002:c001:0203::0080

dst= 2002:09fe:fdfc::0007
src= 2002:c001:0203::0080

dst= 9.254.253.252
src= 192.1.2.3

Create IP v4 header 
using “v4 address”



IPv4 Internet

6to4
Router 1

Relay 
router

6to4 network prefix
(2002:c001:0203::/48)

6to4 network prefix
2002:09fe:fdfc::/48

9.254.253.252

： IPv4 network

： IPv6 network (6to4)

： IPv6 Native network

IPv6 host
(host3)

6to4
host

(host1)

2001:0600::c002

2002:c001:0203::0080

dst= 2001:0600::c002
src= 2002:c001:0203::0080

dst= 2001:0600::c002
src= 2002:c001:0203::0080

dst= 9.254.253.252
src= 192.1.2.3

Tunnel toward 
“9.254.253.252”

Native IPv6 network prefix
(2001:0600::/48)

192.1.2.3



Tunneling Mechanism (7)Tunneling Mechanism (7)
(6to4 Tunnel)(6to4 Tunnel)

Client user can automatically create a 6to4 IPv6 address via 6to4 router:
Using two ICMPv6 message to get the information.

Router Solicitation (RS) message (type no. 133).
Router Advertisement (RA) message (type no. 134).

RS message Format (Multicast)

type  
133

Code      
0

Check    
Sum

Reserved    
0 1. MAC Address

1 1 42 (bytes) Option (variable)

RA message Format (Multicast/Unicast)

type  
134

Code      
0

Check    
Sum

Hop 
Count   

0
3. Perfix, 5. MTU  
1. MAC Address

1 1 22
(bytes)

Option (variable)1

State

1

Life 
Time

Reachable 
Time

Re-Tx

4 4



Tunneling Mechanism (8)Tunneling Mechanism (8)
(6to4 Tunnel)(6to4 Tunnel)

Client user automatically 
creates a 6to4 IPv6 
address using 6to4 router
advertisement message.

6to4 Router R1Client C1

Router Solicitation
Src=link-local IPv6 address (FE80:C1)
Des=multicast (FF02::2) (for all routers)
Type=133, Option=client MAC address

Periodic Router Advertisement
Src=link-local IPv6 address (FE80:R1)
Des=multicast (FF02::1) (for all nodes)
Type=134, Option=3. router prefix (2002:v4:)
                               5. MTU
                               1. router MAC address

Router Advertisement
Src=link-local IPv6 address (FE80:R1)
Des=link-local IPv6 address (FE80:C1)
Type=134, Option=3. router prefix (2002:v4:)
                               5. MTU
                               1. router MAC address



Tunneling Mechanism (9)Tunneling Mechanism (9)
(6to4 Tunnel)(6to4 Tunnel)

6to4 tunnel mechanism test environment (in Cameo company).
Each node gets 6to4 ipv6 address using stateless autoconfiguration.

6to4 Router R2 Client C3 (2002:R2v4:1:C3)

Web Server S2 (2002:R2v4:1:S2)

6to4 Router R1

Client C1 (2002:R1v4:1:C1)

IPv4 Network
(Cameo)

Web Server S1 (2002:R1v4:1:S1)

Client C2 (2002:R1v4:1:C2)

v4 Router R3 v4 Router R4

6to4 IPv6
Network

(Cameo Local)
6to4 IPv6
Network

(Cameo Local)

R1v4
(Address)

R2v4
(Address)



Tunneling Mechanism (10)Tunneling Mechanism (10)
IPv6 6to4 Ping TestIPv6 6to4 Ping Test

(ICMP test) in Windows XP:
From 2002:ac15:2179:1:1c46:fb8b:b3f0:f59c to 
2002:ac15:221f:1:755a:7783:8a01:765b.



Tunneling Mechanism (11)Tunneling Mechanism (11)
TeredoTeredo TunnelTunnel

UDP tunnel:
Protocol stack of UDP tunnel with NAT.



Tunneling Mechanism (12)Tunneling Mechanism (12)
TeredoTeredo TunnelTunnel

Packet transmission using UDP tunnel.



Tunneling Mechanism (13)Tunneling Mechanism (13)
TeredoTeredo TunnelTunnel

Teredo tunnel architecture.

Now the Teredo service prefix is: 
2001:0000::/32

(10001100.01110001.
10000011.01010000)



Tunneling Mechanism (14)Tunneling Mechanism (14)
TeredoTeredo TunnelTunnel

Teredo encapsulation packet formats.



Tunneling Mechanism (15)Tunneling Mechanism (15)
TeredoTeredo TunnelTunnel

Encapsulation formats used between Teredo nodes.

(No encapsulation)

(No encapsulation)



Tunneling Mechanism (16)Tunneling Mechanism (16)
TeredoTeredo TunnelTunnel

On booting: 
Teredo client 
qualification 
procedure:
Teredo client 
IPv6 address 
acquiring.
Using RS & RA
message.

(No encapsulation)

(No encapsulation)



Tunneling Mechanism (17)Tunneling Mechanism (17)
TeredoTeredo TunnelTunnel

Packet transmission is from host B to host A.



Tunneling Mechanism (18)Tunneling Mechanism (18)
TeredoTeredo TunnelTunnel



Tunneling Mechanism (19)Tunneling Mechanism (19)
TeredoTeredo TunnelTunnel



Tunneling Mechanism (20)Tunneling Mechanism (20)
TeredoTeredo TunnelTunnel



Tunneling Mechanism (21)Tunneling Mechanism (21)
TeredoTeredo TunnelTunnel



Tunneling Mechanism (22)Tunneling Mechanism (22)
TeredoTeredo TunnelTunnel



Tunneling Mechanism (23)Tunneling Mechanism (23)
TeredoTeredo TunnelTunnel

Packet transmission is from host A to host B.



Tunneling Mechanism (24)Tunneling Mechanism (24)
TeredoTeredo TunnelTunnel



Translator Translator Mechanism (1)Mechanism (1)

IPv4 packet and IPv6 packet is mutually translated 
Translated at IP layer (NAT-PT/NAPT-PT, SIIT).
Translated at transport layer (TCP-UDP relay mechanism).
Translated at application layer (BIS/BIA, Socks).
Etc.

Tr
an

sl
at

or
IPv6

HOST
IPv6

HOST
IPv4

HOST
IPv4

HOST

IPv6 Packet IPv4 Packet



Translator Translator Mechanism (2)Mechanism (2)
((NATNAT--PT/PT/NAPTNAPT--PTPT))

DNS-ALG ALG (Application Level Gateway): 
help NAT-PT to establish automated IP mapping function.

Exchange DNS message: type A (for v4) type AAAA/A6 (for v6).
DNS message (Name, Value, Type, TTL).
IF type=A represents: name=URL address & value=IPv4 address.

Using 
140.114.78.51 
for 3FFE:3600:B::2 
(IPv6 host)

Using 
3FFE:3600:B
::140.114.78.58
for 140.114.78.58 
(IPv4 host)



Translator Translator Mechanism (3)Mechanism (3)
((NATNAT--PT/PT/NAPTNAPT--PTPT))

NAT-PT operation (v6 host connects to v4 host).
EX) After DNS query/reply operation.

NAT-PT
Router

V6 Host V4 Host
① ②

③④

After DNS 
Query/Reply gets

V4 host address 
“Prefix::D”

After DNS 
Query/Reply gets

V4 host address 
“Prefix::D”

src=“SSSS”(v6 host)
dst=Prefix::“D”

src=Mapped IPv4
dst=“D”

src= “D”
dst= Mapped IPv4

src=Prefix::“D”
dst=“SSSS”(v6 host) 

After DNS Query/Reply 
generates “Mapping Table”:

“SSSS” Mapped IPv4

After DNS Query/Reply 
generates “Mapping Table”:

“SSSS” Mapped IPv4

IPv6 address 
SSSS

IPv4 address 
D



src=Mapped IPv4, prt=S2
dst=“D”, prt=D1

src= “D”, prt=D1
dst= Mapped IPv4, prt=S2

src=Prefix:“D”, prt=D1
dst=“SSSS”(v6 host), prt=S1

Translator Translator Mechanism (4)Mechanism (4)
((NATNAT--PTPT/NAPT/NAPT--PTPT))

NAPT-PT
Router

V6 Host V4 Host
① ②

③④
IPv6 address 

SSSS,
Port S1

IPv4 address 
D,

Port D1

After DNS 
Query/Reply gets

V4 host address 
“Prefix::D” &

V4 host port D1

After DNS 
Query/Reply gets

V4 host address 
“Prefix::D” &

V4 host port D1

After DNS Query/Reply 
generates “Mapping Table”:
“SSSS” Mapped IPv4 &

S1 S2

After DNS Query/Reply 
generates “Mapping Table”:
“SSSS” Mapped IPv4 &

S1 S2

NAPT-PT operation (v6 host connects to v4 host).
EX) After DNS query/reply operation.

src=“SSSS”(v6 host), prt=S1
dst=Prefix:“D”, prt=D1



V6 Host
Web Server

After DNS Query/Reply 
gets V6 host address 
Mapped IPv4 &
V6 host port 80 (default)

After DNS Query/Reply 
gets V6 host address 
Mapped IPv4 &
V6 host port 80 (default)

src= Prefix:“D”, prt=D1
dst = “SSSS”, prt=80

Src=“D”, prt=D1
dst=Mapped IPv4, prt=80

src=Mapped IPv4, prt=80
dst=“D”, prt=D1

src=“SSSS”, prt=80
dst=Prefix:“D”, prt=D1

Translator Translator Mechanism (5)Mechanism (5)
((NATNAT--PTPT/NAPT/NAPT--PTPT))

NAPT-PT
Router

V4 Host

①②

③ ④

Generates “Mapping Table”:
“SSSS” Mapped IPv4 &
80 80 (web server)

Generates “Mapping Table”:
“SSSS” Mapped IPv4 &
80 80 (web server)

IPv4 address 
D,

Port D1
IPv6 address 

SSSS,
Port 80

NAPT-PT operation (v4 host connects to v6 host, a web server, port=80).
EX) After DNS query/reply operation.



Translator Translator Mechanism (6)Mechanism (6)
SIIT (Stateless IP/ICMP Translation)SIIT (Stateless IP/ICMP Translation)

Allows IPv6-only hosts to talk to IPv4 hosts.
The IPv6 host has IPv4 embedded IPv6 address (ex: 
2001:0080::12340::ffff:45.3.2.1).

Translation on IP packet header (including ICMP headers) in separate 
translator boxes in the network without requiring any per-connection state 
in those boxes.
For IPv4 host, using IPv4-mapped IPv6 address (::ffff:a.b.c.d).
Most option fields can not be translated.
Requires one temporary IPv4 address per host.
Does not define IPv4 address allocation. 



Translation 
Router

IPv4 network

IPv6 network

“host1”
“host2”

DNS 6
server

DNS 4
server

Protocol 
translation

(IPv6 IPv4)

①
②

③

④

①： DNS Query : “host2” ?
②： “host2” is “203.1.2.3”(A record)

203.1.2.3

2001:0080::1234
0::ffff:45.3.2.1

③： IPv6 packet
dst=“0::ffff:203.1.2.3” (IPv4-mapped IPv6 address)
src=“0::ffff:45.3.2.1” (IPv4-mapped IPv6 address)

④： IPv4 packet
dst=“203.1.2.3”
src=“45.3.2.1”



IPv4 network

Translation 
router

IPv6 network

“host1”
“host2”

DNS 6
server

DNS 4
server

Protocol 
translatoin

(IPv6 IPv4)

①
②③

①： DNS Query : “host1” ?
②： “host1” is “45.3.2.1”(A record)

203.1.2.3
2001:0080::1234
0::ffff:0:45.3.2.1

④： IPv6 packet
dst=“0::ffff:0:45.3.2.1” (IPv4-mapped address)
src=“0::ffff:203.1.2.3” (IPv4-mapped address)

④

③： IPv4 packet
dst=“45.3.2.1”
src=“203.1.2.3”



Translator Translator Mechanism (7)Mechanism (7)
BIS (BumpBIS (Bump--inin--thethe--Stack)Stack)

It is not a mechanism for packet transmission in networks, only focuses on 
applications translation in a host (Application layer).
To trace data flow between TCP/IPv4 and network card driver.
Early, many application programs do not have IPv6 function, or some 
users do not update application programs from IPv4 to IPv6 function.
Dual stack architecture in a host.



Translator Translator Mechanism (8)Mechanism (8)
BIS (BumpBIS (Bump--inin--thethe--Stack)Stack)

TCP/IPv4

IPv4 Applications

Network  Card

Network Card Driver

Extended
Name
Resolver

Address
Mapper

Translator

IPv6

Legacy API

Bump in the stack (BIS) software structure



IPv4 Application  

TCP/IPv4  

Extension
Name

Resolver

Address
Mapper Translator

Driver                          

“Host6”

①

②

④

③

⑤

⑥

⑨

⑩

⑪

⑫

⑬
⑭ ⑭

⑬

⑮

①②：DNS Query “A” for host6
③：DNS Query “AAAA” & “A” for host6
④：Only “AAAA” Reply 
⑤： Request IPv4 Address for “AAAA”
⑥⑦⑧： Reply  the mapped “A” record
⑨⑩ ： IPv4 packet 
⑪： “A” ？
⑫： “AAAA” for “A”
⑬⑭： IPv6 packet  
⑮⑯： IPv4 packet 

(IPv4 IPv6)

⑯⑧

⑦

③



IPv4 Application  

TCP/IPv4  

Extension
Name

Resolver

Address
Mapper Translator

Driver                          

“Host6”

⑥

⑦

②

③

⑧
① ①

⑧

④

(IPv6 IPv4)
①：IPv6 packet
②： “AAAA” ？
③：“A” for “AAAA”
④⑤⑥⑦： IPv4 packet
⑧： IPv6 packet  

⑤



Translator Translator Mechanism (9)Mechanism (9)
BIBIAA (Bump(Bump--inin--thethe--ApplicationApplication))

Dual stack architecture in a host.
Employ an API converter between TCP/IP and socket modules.



Translator Translator Mechanism (10)Mechanism (10)
BIBIAA (Bump(Bump--inin--thethe--ApplicationApplication))

IPv4 Applications

BIA (Bump in the Application) software structure

TCP/IPv6 + Network  Card

Name
Resolver

Address
Mapper

Function
Mapper

IPv4 Socket API

Socket API (IPv4, IPv6)
IPv6 Socket API



IPv4 Application  

TCP/IPv4 Socket 

Name
Resolver

Address
Mapper

Function
Mapper

TCP/IPv6                         

“Host6”

⑥

⑦

⑧⑫

⑨⑬

⑩

①：IPv4 Query
②： “AAAA” ？
③： “AAAA” Reply
④⑤： “AAAA” ”A”
⑥： IPv4 Reply
⑦： IPv4 API socket call
⑧⑨： “AAAA” for “A”
⑩⑪： IPv6 API socket call 
⑫⑬： “AAAA” for “A”
⑭： IPv4 API socket call 

⑪ ⑪

⑩

④

⑤

①

①

② ②③③

⑥

⑦

⑭

⑭

(IPv4 IPv6)



IPv4 Application  

TCP/IPv4 Socket 

Name
Resolver

Address
Mapper

Function
Mapper

TCP/IPv6                         

“Host6”

⑤

②⑥

③⑦

① ①

⑧

⑤

④

④

(IPv6 IPv4) ①：IPv6 socket call
②： “AAAA” ？
③：“A” for “AAAA”
④⑤：IPv4 socket call
⑥⑦： “AAAA” for “A”
⑧： IPv6 API socket call 

⑧



Translator Translator Mechanism (11)Mechanism (11)
((Using SOCKS))

SOCKS server relays two "terminated" IPv4 and IPv6 connections at the 
"application layer“. 

Each socksified application has its own *Socks Lib*. 
Replace applications' socket APIs and DNS name resolving APIs.

Socket DNS

IPv6

Network I/F

Socket DNS

IPv6

Network I/F

Socket DNS

IPv4

Network I/F

IPv4

Client C Gateway G
(Dual Stack Server)

Destination D

S
am

e 
A

P
I

SOCKS Lib *Gateway*

to D
Application

Application
to Dto G

Socksifed Connection
(Data＋Control)

Normal Connection
(Data-Only)


