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<NCz What's the Internet
nes =

router

Protocols control sending, receiving of workstation

Msgs @Server “E
¥ e.g., TCP,IP, HTTP, FTP, PPP
Internet: “network of networks”
® loosely hierarchical

¥ public Internet versus private
intranet

Internet standards
B RFC: Request for comments

e |ETF: Internet Engineering Task
Force

mobile

network g 5



QNCe Internet Structure (1)
0]

B Roughly hierarchical:

E At center: “tier-1” ISPs (e.g., UUNet, BBN/Genuity, Sprint, AT&T),
national/international coverage

+ Treat each other as equals

providers
interconnect

(peer)
privately.

Tier-1 providers
/ also interconnect at

public network
access points

(NAPS).

Tier 1 ISP



Internet Structure (2)
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<NC Internet Structure (3)
neA

® "Tier-2" ISPs: smaller (often regional) ISPs.
& Connect to one or more tier-1 ISPs, possibly other tier-2 ISPs.

Tier-2 ISPs
also peer
privately with
each other,
interconnect at

Tier-2 ISP pays
tier-1 ISP for
connectivity to
rest of Internet.
Tier-2 ISP is
customer of
tier-1 provider.



NCy Internet Structure (4)
LA

& “Tier-3” ISPs and local ISPs .
E |ast hop (“access”) network (closest to end systems).

Local and tier- @ E

3 ISPs are

customers of T|er 1 ISP

higher tier ISPS NAp

connecting

them to rest of

Internet. .@

Tier 1 ISP







NCe

e

Application: supporting network applications.
& FTP, SMTP, STTP.

Transport: host-host data transfer.
e TCP, UDP.

Network: routing of datagrams from source to
destination.

® |IP, routing protocols.

Link: data transfer between neighboring network
elements.

& PPP, Ethernet, WLAN.
Physical: bits “on the wire”.

Internet Protocol Stack (1)

application

transport

network

link

physical




¢NCe

Each layer:

Distributed.

"Entities” implement
layer functions at
each node.

Entities perform
actions, exchange

messages with peers.

application

transport

network

link

physical

application

transport

network

link

Internet Protocol Stack (2)
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NGy Internet Protocol Stack (3)
ara
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3 Protocol Layering & Data
’%g Encapsulation

® Each layer takes data from above.

® Adds header information to create new data unit (PDU: protocol
data unit).

® Passes new data unit (SDU: service data unit) to layer below.

source destination

M || application application M_| message
Hef M || transport transport Hil M | segment
|—|n|-|'t M network network HnIHt M | datagram
TTFETANY link link Hi[HoHel M | frame
physical physical




ISO Protocol Stack
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( ISO Protocol Stack & Data
PCe Encapsulation

ara
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FTP/HTTP/
Telnet/DNS

FTP/HTTP/
Telnet/DNS

TCP/UDP TCP/UDP
IP P
CSMA/CD CSMA/CD




Urgent Issues to Solve

NCe
e before IPv6 deployment

B  Running out of IPv4 address.
¥ Growth of routing entries in the router.

l Short Term Solution

B CIDR: Classless Inter-Domain Routing.
E (Before) 4 classes: classful addressing (is not suitable).
® Can be useful even with IPv6.

B NAT: Network Address Translation.
® We need NAT for inter-networking with IPv4 and IPv6.
® We do not need with “native” IPv6.

® Private IP Address.
® Can be useful even with IPv6.

® DHCP.



N
ara

Before: IPv4 address classification.

Features of CIDR (1)

E Class A (8 bits), Class B(16 bits), Class C(24 bits), Class D

class
B [10 network host
C |110 ~network host

(multicast), Class E (11110; for future use).

P
<«

32 bits

v

1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0 to
239.255.255.255



N

Features of CIDR (2)

® CIDR: Network ID -> any length.
®E a.b.c.d/x: X represents network ID (prefix length).

® Subnetting: 2000 hosts -> a.b.c.d/21.

ISP's block
Organization 0

Organization 1
Organization 2

Organization 7

11001000 00010111 00010000 00000000

11001000 00010111 00010000 00000000

11001000 00010111 00010010 00000000

11001000 00010111 00010100 00000000

11001000 00010111 00011110 OO0OOO00O

200.23.16.0/20
200.23.16.0/23

200.23.18.0/23
200.23.20.0/23

200.23.30.0/23



NCe NAT (Network Address Translation)

e

NAT translation table

WAN side LAN side

138.76.29.7, 5001 10.00. 00.1, 3345

5 =10.00.00.1, 3345
D =128.119.40.186, 80

/

<_®_ 5=138.76.29.7, 5001 ’
D=123.119.40.186, 80 y 10.0.0.4
> P

| 10.0.0.2

138.76.29.7"

.

“w
g
5=128.119.40.186, 80 5=128.119.40.1
D =138.76.29.7, 5001 , D = 10.0.0.1, 3345 p
[ T

86,80




<NC2 Private IP Addresses
A

B Reserved by IANA, RFC 1918 defines three ranges of IP address to be
the private IP address.

Address range mask
10.0.0.0 - 10.255.255.255, 255.0.0.0

172.16.0.0 - 172.31.255.255, 255.240.0.0
192.168.0.0 - 192.168.255.255, 255.255.255.0

e Private IP address for nodes, that does not need to access to outside
nodes (Internet) with IP-level.

B For pure internal business.
B These hosts with private IP address are behind firewall router.

B Multiple nodes, in different private/internal networks, can be allocated the
same IP address.



DHCP (1)
‘%ﬁg{Dynamic Host Configuration Protocol)

® Allow host to dynamically obtain its IP address from network server when it
joins network.

B Can renew its lease on address in use.

®  Allows reuse of addresses.

B Support for mobile users who want to join network.
& DHCP overview :

» Host broadcasts "DHCP discover” msg.

®» DHCP server responds with "DHCP offer" msg.

» Host requests IP address: "DHCP request” msg.

» DHCP server sends address: "DHCP ack"” msg.



DHCP server: Arriving client
223.1.2.5

-
NCe &

DHCP discover

[}E‘I‘ src: 0.0.0.0, 68

dest: 255.255.255.255,67
DHCPDISCOVER

DHCP (2) 8080 [ orcr ot

src; 223.1.2.5, 67
(Dynamic Host S 250 5 2 25
y yiaddrr: 223.1.2.4
transaction ID: 654

CO N fl g u ratl on DHCP request DHCP server ID: 223.1.2.5

Lifetime: 3600 secs

\

src: 0.0.0.0, 68

P r O t O C O I ) dest: 255.255.255.255, 67
DHCPREQUEST

yiaddrr: 223.1.2.4

transaction 1D: 655

DHCP server ID; 223.1.2.5

Lifetime: 3600 secs

\

DHCP ACK

src: 223.1.2.5, 67

dest: 255.255.255.255,68
DHCPACK

yiaddrr: 223.1.2.4
transaction ID: 655

DHCP server ID: 223.1.2.5
Lifetime: 3600 secs

‘\

Time Time

A




R:protedol version

IPv4 Packet Format

Nuniber (4 blts)\

header length (4 bits)—_

32 bits > total datagram
length (16 bits)

type of data (8 bits)—]

: length
SEMVICE frg — for packet
16-bit identifier figs; g et s=—fragmentation/
=C Reassembly

max number__|
remaining hops

\time to upper Internet

(16 bits, 3 bits,

live // layer checksum

(seconds) (8 bits)

13bits)
error detect

Aurce IP address (32 bit )

v
upper layer protocol

to deliver payload to
(8 bits)

® Header length 20~60

bytes (at least 20 byte§ )

destination IP address (32 bit) (16 bits)

E.g. timestamp,
record route

Options (if any)

V)

taken, or specify
a list of routers
to visit.

data
(variable length)
Including a typical TCP
or UDP segment




IPv6 Packet Format
32 bits > identify

Ilke‘ OS in IPv4,

datagrams in
the same flow

traffic

flow label

identify priority
among datagrams
in flows (8 bits)

Payload length
(16 bits)
® Header changes
to facilitate QoS.
® New “anycast”
address: route to
“best” of several
replicated servers.
¥ Fixed-length 40
bytes header.
E No fragmentation

class

(20 bits)

next hop

payload len header ¥ limit

max number

source IP address (128 bit remaining hops

(hops) (8 bits)

destination IP address (128 bit)

In router.

identify the upper
layer protocol

data carry in the
(variable length) extended header
Including a (8 bits)
extended header &
a typical TCP

or UDP segment




Setup IPv6 in Windows XP (1)
(Using Command Line)

D : “Documents and Settings“tester>ipconfig

Windows IP Configuration

Ethernet adapter Eif

Connection—specific
IP Address. . . . .
Subnet Mask . . . .
IP Address. . . . .
Default Gateway .

172.168.8.1808
255.255.2556.8
feBB::2eB:18Ff:=felB2:F2954
172.168.68.1

Tunnel adapter Teredo Tunneling FPzewdo—Interface:

IPF Address. . . . .
Default Gateway . .

N ST AT .

IP Address. . . . .
Default Gateway . .

Connection—specific DNS Suffix .

. . feBA: 5445 0245 - 444f 25

Tunnel adapter Automatic Tunneling Pzeudo-Interface:

Connection—specific DNS Suffix .

- e e e feBA::5efe:172.168.0.180:2

D:“Documents and Settings“tester’g

Using DOS Command:
Ipv6 install.

View ipv4/ipv6
configuration: ipconfig.



Setup IPv6 in Windows XP (2)
(Using GUI: Schematic)
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Setup IPv6 in Windows XP (3)
NCe (Using GUI: Schematic)
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Setup IPv6 In Linux

1 . .
NCe (Using Command Line)
ar

. Setup IPv6 in Linux (RedHat 9.0):

. Use “root” login to your Linux server.

" # insmod ipv6

. # ifconfig ethO

. See as follows:

" ethO  Link encap: Ethernet HWaddr 00:64:11:07:14:11

. inet addr: 192.168.0.1 Bcast:192.168.0.255
Mask:255.255.255.0

" inet6 addr: fe80::264:11ff:fe07:1411/64 Scope:Link

5 inet6 addr: 2002:ac15:21f:1::1/64 Scope:Global

" UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

" RX packets:212 errors:0 dropped:0 overruns:0 frame:0

" TX packets:391 errors:0 dropped:0 overruns:0 carrier:0

. collisions:0 txqueuelen:1000

" RX bytes:22160 (21.6 kiB) TX bytes:272284 (265.9 kiB)

= Interrupt:6



IPv6 Certification Test (1)
NG (Conformance & I10T)

[} fﬁ ®  http://www.ipv6ready.org/frames.html

a hitp:/iwww ipvoread ¥ orgfirames himl - Microzoft Internet Explorer Z”E”z|
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y A N e o 2 »»
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Google [Cl+ v|Goog) B v {9 Bookmarksw &218 blocked %% Check + 4 dutolink - » () Settingsw  Direve (25 5008F @& -
Welcome to the IPv6 Ready Logo Program 2 -

Tou are using IPw4 - 60.248 153 185
Out Policy to use the Logo | About Lo go Program

Corntact Us

Phase-2 Ay
o 2> Latest approved list (Date:20071217). s Product Category
o Outline to get a Logo o Host
e Critenia of Phase-2 Logo o BEouter
o How to Obtain Logo o Technical Information
o Procedure o [Pwé Core Protocols
o Application Forms o [Psec
n Application Form (TPwé CoreProtocols) o WP
» Application Form (TPsec o NEMO
» Application Form w6 C o DHCPEw6
n Application Form wh HA o 2P
» Applcation Form wh o WILD (Under Developmg)
n Application Form (NEMO HAY o Transition (Under Developing)
n Application Form WO R o IEE (Expertmertal) 1
n Application Form (DHCPw6)
n Application Form (STP Server)
» Applcation Form (5TF TTA)Y
» Application Form (Topology map for STP

|

mterop test)

FORLM

& © FEEE




IPv6 Certification Test (2)

WNCe (Conformance & 10T)
YR IPv6 certification test tool:

»
EEX

<} IPv6 Ready Lo.gc.i Phase-2 Test - Microsoft Internet Explorer
BEE REE #RE HFREW IR0 HAD e
€] Q B 2 » L % 8 3T T
=ik By EE] i HHGE Hi::3 it FEp iRE
HELkE T |2:| hittp:dhuew tahd orgflogniphased-cored V| f3E  EiE 7
Google [Cl+ v Goo g B v % Bookmsrksw Sh218blocked 3P Check » 4 Autolink » »> () Settingsw  Dreve (3555980 & -
A
Test Suite
vailable.

ificaion iz a

The Test Suite correspendent to abo
RELEASE or hig

If wou want to try it, prepare a |3

g install PC and install both of TAHI platform and Test scripts listed below.
(Prefix=3ffe:501:ffff:100/64) Ipv6

Router
Sending  (Target)
G

« Platform

Please vizit here and download latest version of v6eval.(requires version 3.0.12 or higher)
voeval refersnce manual

Q

s Scripts

>
Receiving

o For HOST and Router

Self Test (version 1.4.9) Oct, 1, 2007

(Officially Accepted in Logo Applications)
n Self Test (version 1.5.0b2) Dec. 14, 2007
Free BSD Tester

This version is not for Logo. (PrefIX: 3ffe 50 1 ffff lo 1/64)

Eut thiz is preparation of the next major revision up as called as dry run.

When you extract tarball, you can find F{somewhere }/Self _Test_3¥-3/{addr,icmp,nd,pmiu,spec}.pZ.

aifter the configuration as described in INSTALL .ct,
change directory to ${somewhere }/Self_Test_¥-X
and type "make ipvbready_p2_host" for Host)
or "make ipvbready_p2_router” for Eouter),
w

0 AR




PMTU (Path Maximum

Qﬁg Transmission Unit) Discovery

® Each link has a MTU value for packet size.
® The smallest MTU on the path.
® Using ICMPv6 Packet Too Big message.

Initial
PMTU=1500bytes; Initial
(1) PMTU=1400bytes; PMTU=1400bytes; Initial Initial
(2) PMTU=1280bytes. (1) PMTU=1280bytes. = PMTU=1280bytes; PMTU=1350bytes;
- o o
i v6 Router R1 v6 Router R2 v6 Router R3 v6 Router R4 —
Client C1 (3FFE:C1) Client C2 (3FFE::C2)
Initial .
PMTU=1500bytes: IPv6 Backbone Initial
IPv6 Local (1) PMTU=1400bytes; Network PMTU=1350bytes; |Pv6 Local

Network (2) PMTU=1280bytes. Network



